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he Affordable Care Act (ACA), the Health Insurance Portability and Accountability Act of 1996 (HIPAA) and other federal
health benefit mandates (e.g., the Mental Health Parity Act, the Newborns and Mothers Health Protection Act, and the Women’s
Health and Cancer Rights Act) dramatically impact the administration of self-insured health plans. This monthly column provides
practical answers to administration questions and current guidance on ACA, HIPAA and other federal benefit mandates.

Attorneys John R. Hickman, Ashley Gillihan, Carolyn Smith, and Dan Taylor provide the answers in this column. Mr. Hickman is
partner in charge of the Health Benefits Practice with Alston & Bird, LLP, an Atlanta, New York, Los Angeles, Charlotte, Dallas and
Washington, D.C. law firm. Ashley Gillihan, Carolyn Smith and Dan Taylor are members of the Health Benefits Practice. Answers
are provided as general guidance on the subjects covered in the question and are not provided as legal advice to the questioner’s
situation. Any legal issues should be reviewed by your legal counsel to apply the law to the particular facts of your situation.
Readers are encouraged to send questions by E-MAIL to Mr. Hickman at john.hickman@alston.com.
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Whether you’re looking at a claims
administration system for the first time or
are tired of navigating the complicated
maze of your current system, Hi-Tech
Health can provide a customized
software solution which will
eliminate your frustration
and put you on the
right path to
success.

YOUR

Claims Administration
Puzzle

Your Business. Your Time. Your Way.
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Whether your goal is to grow faster
while competing with larger Third Party
Administrators, streamline your paperwork, or
simplify your billing services, we’ll work with you,
one-on-one, in a fraction of the time it takes other
software companies to get you started!

1500 Route 517 Suite 200
Hackettstown, NJ 07840
908.813.3440
hi-techhealth.com
sales@hi-techhealth.com

HHS GUIDANCE:
A REMINDER AND
SOME RELIEF
The Department of Health and Human Services (HHS), through the Office of Civil
Rights (OCR), recently issued guidance reminding business associates that it has
direct enforcement authority over them for violations of certain requirements under
the Health Insurance Portability and Accountability Act (HIPAA).
In addition, OCR announced a change in its interpretation of the regulations
regarding the civil monetary penalties under HIPAA. As a result, OCR has reduced
the annual cap on civil penalties in some cases. Both were on display in a recent
enforcement action.

C.F.R. §§ 164.524(c)(2)(ii) and
3(ii), respectively.

7. Failure to make reasonable
efforts to limit PHI to the
minimum necessary to
accomplish the intended
purpose of the use, disclosure,
or request.

8. Failure, in certain circumstances,
to provide an accounting of
disclosures.

9. Failure to enter into business
associate agreements with
subcontractors that create or
receive PHI on their behalf,
and failure to comply with the
implementation specifications
for such agreements.

BUSINESS ASSOCIATE ENFORCEMENT
OCR issued guidance reminding business associates that it has direct enforcement
authority with respect to business associates that violate certain provisions of HIPAA.
This direct enforcement authority was granted under the HITECH Act back in 2009,
and was also set forth in the final regulations published by OCR in 2013. Business
associates are not subject to enforcement actions for any violation of HIPAA. Only
violations of the following 10 requirements will lead to direct liability to a business
associate1:

1. Failure to provide the Secretary with records and compliance reports;
cooperate with complaint investigations and compliance reviews; and
permit access by the Secretary to information, including protected health
information (PHI), pertinent to determining compliance.

2. Taking any retaliatory action against any individual or other person for filing
a HIPAA complaint, participating in an investigation or other enforcement
process, or opposing an act or practice that is unlawful under the HIPAA
Rules.

3. Failure to comply with the requirements of the Security Rule.
4. Failure to provide breach notification to a covered entity or another business
associate.

5. Impermissible uses and disclosures of PHI.
6. Failure to disclose a copy of electronic PHI (ePHI) to either the covered
entity, the individual, or the individual’s designee (whichever is specified in
the business associate agreement) to satisfy a covered entity’s obligations
regarding the form and format, and the time and manner of access under 45
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10. Failure to take reasonable steps
to address a material breach or
violation of the subcontractor’s
business associate agreement.

CIVIL MONETARY PENALTY
CAPS
OCR announced a change in its
interpretation of the regulations
regarding civil monetary penalty
provisions under HIPAA. Under its
revised interpretation, OCR has limited
the maximum annual penalties that
may apply to any single violation of
HIPAA. Previously, the maximum annual
penalty for any violation was $1.5 million.
Although multiple violations may arise in
connection with a specific incident, and
potential violations could cross several
years, the relief is welcome. Under the
new interpretation, the annual cap on
liability varies depending on the penalty
tier under which the violation falls, as
follows:

Delaware
Advantage
• Delaware takes captive insurance company licensing to a new level that
Speeds to Market the licensing process.
• Delaware is the first in the nation to electronically offer a conditional certificate
of authority as part of the general application.
• Delaware’s conditional certificate of authority means receiving a license to
conduct insurance business the same day of submitting the application
to do business.

STEVE KINION, DIRECTOR
Bureau of Captive &
Financial Products
Department of Insurance

Trinidad Navarro
Insurance Commissioner

BUREAU OF CAPTIVE & FINANCIAL INSURANCE PRODUCTS
Delaware Department of Insurance
1007 Orange Street, Suite 1010
Wilmington, DE 19801
302-577-5280 | captive.delaware.gov
Trinidad Navarro, Insurance Commissioner

Culpability

Minimum Penalty Per Violation

No knowledge

Maximum Penalty
Per Violation

Annual Limit

$100

$50,000

$25,000

Reasonable Cause

$1,000

$50,000

$100,000

Willful Neglect – Corrected

$10,000

$50,000

$250,000

Willful Neglect –
Not Corrected

$50,000

$50,000

$1,500,000

CHANGES ON DISPLAY
A recent OCR settlement provides a good illustration of the recent OCR guidance. A company that provides medical record
services to health care providers, and thus functions as their business associate, experienced a breach involving approximately
3.5 million records. OCR conducted an audit and found that the company had violated HIPAA by failing to conduct a risk analysis
and maintain a written report.
As a result, OCR assessed civil monetary penalties of $100,000 against the company, after finding that the violation was due to
reasonable cause. This settlement illustrates the OCR guidance in that the company was a business associate that violated the
requirements of the HIPAA Security Rule and was fined directly. And where this violation would have resulted in a penalty of
$1.5 million in prior years, OCR limited the penalty to only $100,000. While this is still a significant amount, it is welcome relief to
those who may find themselves on the wrong side of an OCR audit in the future.

TAKE STEPS NOW TO ENSURE COMPLIANCE
In this day of cyber breaches, business associates should redouble their efforts to ensure HIPAA compliance. Entities should
ensure that they have HIPAA Security and privacy policies and procedures in place, that all relationships involving PHI are
governed by a business associate agreement (or sub-contractor agreement), and that a thorough risk assessment has been
undertaken – with a written report preserving the outcome. Failure to take these compliance steps could result in significant
potential liability.

References
1 https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/business-associates/factsheet/index.html
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